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Scope

The policy is separated into guidance for use of accounts and devices owned by
Farmlife West Cumbria CIC and guidance for use of privately owned accounts
devices where use may affect the functioning and reputation of Farmlife West
Cumbria CIC.

The policy applies to staff (including volunteers) and beneficiaries and states clearly

where there are different responsibilities.

By “social media”, we refer to a variety of online communities like blogs, social

networks, chat rooms and forums.

Purpose:

» Provide practical advice to avoid issues that might arise regarding the use of

digital technology and social media.
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» Ensure compliance with relevant statutes/guideline e.g: GDPR, Safeguarding

» Protect the reputation of Farmlife West Cumbria CIC

» Ensure the security of devices, data and accounts

» Set out guidance for ‘fair use’ of Farmlife West Cumbria CIC’s devices

» Support beneficiaries in safe use of social media with reference to the
Safeguarding Policy

» Protect staff from work matters intruding in their time outside of work.

Accounts owned by Farmlife West Cumbria CIC

All social media accounts should be monitored for evidence of hacking and to
remove false/damaging content as soon as possible. Staff should also be aware that
fake accounts can cause reputational damage and should report anything suspicious
as soon as possible to the General Manager.

Privacy settings should be reviewed every six months and access removed as soon
as a member of staff leaves.

Staff with responsibility for posting content to Farmlife West Cumbria CIC accounts
are expected to use the Business Manager App for their own privacy and to allow
control of notifications outside of work hours.

Farmlife West Cumbria CIC social media is a place where we can exchange
information, promote our educational and charitable work, share nature and
experiences of the farm and have fun. When posting content/comments staff should
remain productive and avoid damaging the organisation in any way. Specifically:

» Be respectful, polite and patient when engaging in conversations on the
charity’s behalf. You should be especially careful when making declarations or
promises towards customers and stakeholders.

» Avoid speaking on matters outside your field of expertise when possible.
Everyone should be careful not to answer questions that fall under somebody
else’s responsibility.
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» Follow our data protection policy specifically never using a photo of a person
without their written consent to use their data for this purpose

» Avoid deleting or ignoring comments for no reason. We should listen and reply
to criticism.

* Never post discriminatory, offensive or libellous content and commentary.

+ Specific staff members/trustees will be given authority to post on Farmlife
West Cumbria CIC social media accounts as required to fulfil their duties.

Photographs or videos of people should only be should only be taken and stored in
accordance with our Privacy policy.

Personal Devices

Staff and volunteer’s personal devices should not be used for work purposes where
personal information is involved (e.g. photos of people, telephone numbers) in order
to ensure compliance with our data protection policy.

School groups will adhere to their school’s policy on personal devices during visits.

Staff and volunteers should be alert to beneficiaries use of their personal devices in
case of concerns about their online safety and refer to the safeguarding policy

Personal Accounts

Staff may access their personal accounts at work, however they are expected to act
responsibly and ensure productivity isn’t affected.

Staff are expected to be careful when posting on social media. They are expected to
adhere to the confidentiality policies at all times. With reference to the charities
Equality, Diversity and Inclusion policy, staff should also be cautious about posting
any content that may make working with colleagues and beneficiaries more difficult.

We advise staff to:
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* Ensure others know that your personal account or statements do not
represent the Farm. You should not state or imply that your personal opinions
and content are authorised or endorsed by the Farm. We advise using a
disclaimer such as “opinions are my own” to avoid misunderstandings.

* Avoid any defamatory, offensive or derogatory content. It may be considered
as a violation of our company’s Equality, Diversity and Inclusion policy, if
directed towards colleagues, beneficiaries or other stakeholders.

Training

It is a statutory requirement that schools provide safeguarding training to their staff
once a year as a minimum. The importance of current online safety issues being
addressed within such training is more important than ever. At Farmlife West
Cumbria CIC we will also ensure that our training includes e-safety as part of our
Safeguarding approach.

The OSA Certificate of Online Safety has been developed to help address this
requirement. Free to access for all staff in UK schools, the Certificate also provides
tangible data that proves to governors and inspectors that staff have understood
such training.

As part of our annual training plan, this training is a requirement for all staff, trustees,
and independent volunteers.
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